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Chwong V. YEU CAU VE KY THUAT

MUC 1. YEU CAU VE KY THUAT

I. Giéi thiéu chung vé dw 4an, géi thiu

1. Thong tin chung

- Tén dy an: Pau tu trang thiét bi p}}uc vu Fhuyén d6i s6 cho cac phong chuyén
mon, phong hop khong giay to va nang cap ha tang mang xa An Quang.

- Tén goi thau: Go6i thau s6 06: Mua sam hang hoa trang thiét bi.

- Chu dau tu: Phong Vian héa — Xa hoi xa An Quang.

- bia diém thuc hién: X4 An Quang, thanh ph6 Hai Phong.

- Hinh thuc va phu:ong‘thfrc lua chon nha thau: Chao hang canh tranh, qua
mang, mdt giai doan mot tui ho so.

- Hinh thtrc hop dong: Tron goi.

- Thoi gian bat dau to churc lya chon nha thau: Quy 11/2026.

- Ngudn vén: Pau tu cong ctia xa.

- Thoi gian thue hién géi thau: toi da 90 ngay.

2. Muc tiéu dau tw

- Xay dlg:ng V?l hoan thién ha tang cong r}ghéqth(),ng tin, ha ting mang dong bo,
dap ung yéu cau trién khai cac ing dung chuyén doi so trong hoat dong cua xa.

- Trién khai hiéu qua mé hinh phong hop khong gidy to, phuc vu cong tac chuén
bi, t6 chire, diéu hanh cac ky hop theo huéng hi¢n dai, khoa hoc, tiét kiém. Nang cao
hiéu qua chi dao, diéu hanh, rat ngan thoi gian xir Iy cong viéc, giam chi phi in an,
sao chup, luu trit tai lidu gidy trong hoat dong cila co quan.

- Tang cuong quan ly, khai thac va chia sé tai liéu, dir li¢u s6 mot cach tap
trung, thong nhat, bao dam kip thoi, chinh x4c va an toan thong tin theo quy dinh.
Nang cao nang luc img dung cong nghé thong tin, ky nang lam viéc trén moi truong
sb cho doi ngi can bg, cong chuc, dai biéu HDND xA.

- Tao nén tang dé két ndi, khai thac hiéu qua cac nén tang, phan mém dung chung
ctia thanh phé, bao dam dong bo véi kién tric chinh quyén sd. Gop phan xay dung chinh
quyén s cap x3 hoat dong hiéu qua, minh bach, nang cao chit lugng phuc vu ngudi dan
va dap ing yéu cau phat trién kinh t& — x4 hoi cua dia phuong.

3. Pham vi dau tu

X4a An Quang, thanh phd Hai Phong.



4. Quy mé diu tw
- Pau tu trang thiét bi phuc vu chuyén d6i s cho cac phong chuyén mon.
- Pau tu trang thiét bi cho phong hop khong gidy to.

- Pau tu trang thiét bi va trién khai nang cap ha ting mang (Tru s¢ chinh UBND
xd va Trung tam Dich vu sy nghiép cong).

- Trién khai ldp dat, cai dat trang thiét bi.

IL. Yéu ciu vé k¥ thuat

1. Yéu ciu chung ddi véi hang héa, thiét bi, phan mém
1.1. Yéu cu ddi véi hang héa, thiét bi

- Hang hoa phai c6 ngudn gde, xuat xt rd rang, hop phap, méi 100%, chwa qua
st dung, nguyén dai nguyén kién, dong goi theo tiéu chuan cta nha san xuat (hing
san Xuét); phai néu rd tén hang hoa, cac thong sb k¥ thuat, nudc san xuét, ndm san
Xuat tir ndm 2025 trd lai day.

- Nha thau cung cép toan bd thiét bi, vat tu can thiét dé trién khai toan bo cac
hang hoa, thiét bi trong goi thau. Co day du phu kién kém theo, dam bao cho thiét b
hoat dong dat cac chi tiéu k¥ thuat quy dinh ctia nha san xuat.

- Cung cap Catalogue hoic tai liéu k¥ thuat dé chimg minh hang hoa chao thau
dap tmg yéu cau k¥ thuat ctia E-HSMT. Truong hop, trong catalogue hodc tai liéu ki
thuat khong day du thong sb theo yéu cau ctia E-HSMT thi nha thau phai c6 x4c nhan
thong s6 k¥ thuat ciia nha san xuat hodc dai Iy phan phéi chinh thirc tai Viét Nam.

- Pbi voi hang héa nhap khau: Hang hoa phai duoc phan phdi tai Viét Nam.
Nha thau phai c6 ban cam két cung cap cac loai gidy td trong qua trinh thuc hién hop
d6ng, cu thé: Chimg nhan xuat xr (Certificate of Origin - CO) hodc chimg nhan hop
quy, Chtrng nhan chét luong (Certificate of Quality - CQ) do Hang san xuét cap (ban
chinh hoac ban sao chiing thuc hop 1¢) hoac thu xac nhan hang hda tir phia nha phan
phéi.

- P6i voi hang hoa, vat tu san xuat trong nudce: Nha thau phai ¢o ban cam két
cung cép cac loai gidy to trong qua trinh thuc hién hop ddng, cu thé: Cung cap gidy
ching nhan xuat xudng vao thoi diém giao hang (ban chinh hodc ban sao chimg thuc
hop 18).

- Tai liéu tiéng nudc ngoai, nha thau dich sang Tiéng Viét.

- C6 day du tai liéu hudng din st dung, huéng dan stra chita bao quan (néu o).

1.2. Yéu cau d6i véi phain mém thwong mai

- Nha thau phai cung cap tai liéu chimng minh quyén s hitu hodc quyén sir dung
hop phap doi voi phan mém thuong mai chao thau. Cu thé, nha thau phai ndop ban sao
hop I¢ mot trong cac tai li€u sau: Gidy chirng nhan dang ky quyén tac gia déi voi phan



mém do co quan nha nudc c6 thim quyén cp; hodc tai liéu hop phap khac ching
minh quyén cung cap, phan phdi va trién khai phan mém tai Viét Nam. Cac tai liéu
nay phai con hiéu lyuc tai thoi diém dong thau, bao dam phan mém dugc cung cip
khong vi pham quyén s hitu tri tué, quyén tac gia va cac quy dinh phap luat hién
hanh. Nha thau hoan toan chiu trach nhiém trudc phap luat va bén moi thau vé tinh
hop phap, hop 16 cua céac tai liéu da cung cip.

- Cung céap Catalogue hodc tai liéu k¥ thuat dé chimg minh phan mém chao
thau dap tmg yéu ciu k¥ thuat cia E-HSMT. Trudng hop, trong catalogue hodc tai
lidu k¥ thuat khong day di thong sé theo yéu cau ctia E-HSMT thi nha thau phai c¢6
xac nhan thong s6 ky thuat ctiia nha san xuét hodc dai 1y, nha phan phéi, ddi tac duoc
iy quyén hop phap ctia cha s hitu quyén tac gia/phat hanh phan mém.

1.3. Yéu cau vé bang tuyén bo dap ing ky thuat

Nha thau phai c6 bang tuyén bd dap tmg vé k¥ thuat caa hang hoa, thiét bi,
phan mém chao thau (chi tiét tai khoan 4, phan II) theo méu sau:

Ky ma higw/ | o Thong s6 k§
Tén Nhin mécsin | oo | thudt, tidu chuin | Tai liéu ky thuat
TT | hang | pham, Tén nha tilleo E. chit lwgng, dic | tham chiéu trong
héa san xuat, Xuat tinh k¥ thuit chao E-HSDT
, HSMT N
XU thau
(D ) 3) “) ) (6)
1 ... Catalogue
thuoc E-HSDT
Catalogue
thuoc E-HSDT
n ... Catalogue
thuoc E-HSDT

Ghi chu:
- Cot (1), (2), (4): Nha thdu ghi théng tin theo yéu cau ciia E-HSMT:;

- Cét (3), (5), (6): Nha thau ghi cdc théng tin ciia hang héa dw thau va cung
cap tai liéu chitng minh cho cdc théng tin ké khai.

2. Yéu cau vé danh muc quy chuin, tiéu chuan k¥ thuit dwoc ap dung
a) Hé thong mang:

- Puoc thlet ké tuan thi cac tiéu chuan k¥ thuat cua hé thong thong tin theo cap
do 2 Thong tu s6 12/2022/TT-BTTTT ngay 12/8/2022 cua B6 Thong tin va truyen
thong vé viéc Quy dinh chi tiét va huong din mét sb diéu cua Nghi dinh )



85/2016/ND-CP ngay 01/7/2016 ctiia Chinh phu vé bao dam an toan hé théng thong
tin theo cap do.

- Hé thdng duoc thiét ké c6 kha ning chiu tai khong thap hon 100 ngudi truy
cap cung mot thoi diém; c6 kha niang mé rong, phat trién theo nhiing yéu ciu méi
phét sinh.

- Thiét ké dam bao Loadbalancing giita it nhat 02 duong Internet dé dam bao
tinh du phong.

- Goi cude dudng truyén két ndi Internet co toc do: > 300Mbps.

- C6 ban v& thiét ké so d6 logic, so d6 vat 1y.

- Cép dugc danh nhin 6 rang tai 02 dau dé dam bao nhan biét trong sudt qua
trinh lép dat, st dung.

Hé théng duoc thiét ké dam bao san sang két ndi téi cac Hé thong thong tin
khac cua thanh phé va Chinh phu thong qua két ndi Internet hodc mang truyén s liéu
chuyén dung.

b) Trang thiét bi hé théng mang tuan thu cac tiéu chuan k¥ thuat 4p dung theo
Thong tu s6 39/2017/TT-BTTTT ngay 15/12/2017 ciia B4 Thong tin va Truyén thong
vé ban hanh danh muyc tiéu chuan k¥ thuat vé tmg dung céng nghé thong tin trong co
quan nha nudc:

- Tiéu chuan vé két noi

Loai tiéu Ky hi¢u
STT * oz tieu Tén day du cua tiéu chuan | Quy dinh ap dung
chuan Z
chuan
1.8 chlilli\giten DNS Domain Name System Bit budc ap dung
Giao van
1.9 mang co ket TCP Transmission Control Protocol | Bat budc ap dung
noi
Giao van
1.10 | mang khong UDP User Datagram Protocol Bat buc 4p dung
két noi
IPv4 Internet Protocol version 4 Bit budc ap dung
Lién mang L1oA s
1.11 i Bat buc &p dung
LAN/WAN IPv6 Internet Protocol version 6 doi V,é’i c’éc thiét bi
c6 két noi Internet
1.12 Mafig CUCAbQ IEEE Institute pf Elec?rical and Bit bugc ap dung
khong day 802.11g | Electronics Engineers Standard




Loai tiéu Ky higu > z
STT oz tiéu Tén day du caa tiéu chuan | Quy dinh ap dung
chuan 2
chuan
(IEEE) 802.11¢g
IEEE Institute pf ElecFrlcal and Khuyén nghi 4p
202.11n Electronics Engineers Standard dun
' (IEEE) 802.11n g
Truy cap
Internet voi Wireless Application Protocol L1 A g
1.13 thiét bj khong WAP v2.0 version 2.0 Bat budc ap dung
day

- Ti€u chuan veé an toan thong tin

STT |Loai tiéu chuin Ky hlel;l ticu Tén day di ciia tiéu chuan Quy dinh ap
‘ chuan dung
. SSH v2.0 Secure Shell version 2.0 Bit budc ap dung
49 An toan tang :
“ loiao vén TLS v1.2 Tran_sport Layer Security Bt buéc 4p dung
version 1.2
HTTPS Hypertext Transfer Protocol Bt buoc 4p dung
Secure
4.3 A:n tpan truyen FTPS File Transfer Protocol Secure Khuyen nghi dp
tép tin dung
SFTP SSH File Transfer Protocol | ohuyn nehi dp
dung
44 An to'a;n tr}lyen SMTPS Simple Mail Transfer Protocol Bt bugc dp dung
thu dién ti Secure
46 An toan dich vu DNSSEC Domam. Name System Security | Khuyén nghi ap
DNS Extenssions dung
47 An toan tang [Psec - P ESP Internet Protocol security véi Bt buc 4p dung

mang [P ESP
An toan thong tin ,
4.8 |cho mang khong [WPA2 Wi-fi Protected Access 2 Bat budc ap dung
day
TCVN C‘ing righc; :[honfg tmLK}: th}l at Khuyén nghi ap
U 7816:2007 mat ma thuat toan ma dir liéu dung
49 }(l}}al thuat ma . AES L
6a .
ADES Triple Data Encryption Khuyén nghi ap
Standard dung




STT |Loai tiéu chuin Ky hlel;l tieu Tén diy di cia tiéu chuan Quy dinh ap
chuan dung
Khuyén nghi 4p
RSA Cryptography Standard - | dung, st dung
PKCS #1 V2.2 version 2.2 luoc do RSAES-
OAEP dé ma hoa
ECC Elliptic Curve Cryptography Khuyén nghi ap
dung
Rivest-Shamir-Adleman - KEM
 Rsa-kpm  [(Key Encapsulation Bét budc 4p dung
Giai thuat truyén Mechanism) Key Transport
4.12 khéa Algorithm
ECDHE Elliptic Curve Diffie Hellman | Khuyén nghi ap
Ephemeral dung
Giao thirc an Platform for Privac Khuyén nghi 4
4.16 |toan thong tin c4 [P3P v1.1 vaey yen nght ap
A Preferences Project version 1.1 dung
nhan
Khuon dang dir The Incident Object Khuvén nehi 4
4.19 [liéu trao doi sy RFC 7970 Description Exchange Format y dun st ap
cO an toan mang version 2 (IODEF) Hng

¢) Tuan thu theo tiéu chuan Qudc gia TCVN 8698:2011 cép sgi dong thong tin
CAT.S, CAT.SE.

3. Yéu ciu k§y thuit chung

- Hé thong hién dai: Tiéu chi hé thdng hién dai dé dap tng cac yéu cau khéc co
moi quan hé twong hd voi nhau nhu kha niang mé rong, phu hop véi xu huéng cong
nghé mai cua thé gidi, kha niang dugc hd tro 1au dai va quan trong hon ca 13 ludn dap
ing cac yéu cau ngay cang cao va phuc tap ctia cong tac nghiép vu.

- Kha ning mé rong: Céc thiét bi sau khi thiét ké va trién khai phai dam bao
kha nang tich hop cao dé tan dung thé manh cong nghé cia toan hé thong, tin dung
tai nguyén toan hé théng cling nhu nang cip cong nghé dap ing yéu cau ngay cang
cao, toc do phat trién cong nghé ngay cang 16n.

- Tinh tiéu chudn: Pé dap tmg cac yéu cau hé thong hién dai, cong nghé tién
tién, tinh mo, kha ning tich hop cao thi mot trong céac tién dé khong thé thiéu do 1a
“t{nh tiéu chuan”. O day hé thdng sau khi trién khai phai dap Gmg cac yéu ciu cao cla
tiéu chuan quéc té, tiéu chuan Viét Nam va tiéu chuan noi bo riéng. Trong do cac ti€u
chuan qudc té mang tinh quy chuan va chuyén nghiép cao nhét thiét phai duoc dap
ung.

- D& quan 1y va st dung: Hé thdng k¥ thuat hién dai, phdn mém va hé thng
khai thac c6 cong nghé tién tién, kha ning dap ing moi nhu cau thu thip va khai thac
thong tin; tat ca s& 12 khong hiéu qua, néu hé théng nay thiéu tinh “dé& quan 1y va st




dung”. Piéu nay 1a cuc ky quan trong ddi v6i nhitng hé thdng thong tin mang tinh
chat quan 1y nha nudc va quan 1y hanh chinh vi dic thu khong mang tinh canh tranh
khdc 1iét véi cac td chire bén ngoai, trinh d§ cong nghé cuia do1 ngti k¥ thuat, trinh do
phé) cap tin hoc cua ddi ngti nghiép vu va sy dau tu kinh phi hang nam.

- Bao hanh va bao tri hé théng: Mot trong nhimg nhiém vu 1au dai trudc khi
bét tay x4y dung va van hanh hé thdng d6 1a phai coi trong cong tac bao hanh va bao
tri hé théng. Moi hang muc duoc dau tu phai dugc dam bao bﬁng cam két chit ché vé
bao hanh va bao tri tir nha cung cap dich vu.

- Lva chon san phém: Uu tién lua chon san ph:flm do Vi¢t Nam phat trién dam
bao an toan, bao mat thong tin dap tmg theo cac cong nghé phu hop voi yéu cau quan
Iy hién nay, nham dan thay thé cic san pham nhap khau.

4. Yéu cau vé hang hoéa, thiét bi, phan mém
4.1. Yéu ciu vé thong so ky thuat

Nha thau phai chao thiu hang muc hang hoa cta géi thau dap tng cac thong sb
k¥ thuat theo danh muc liét ké dudi ddy, trong truong hop bat ky thong sé ky thuat
nao c6 chi dan lién quan dén nhan hiéu hang héa hoic ky hiéu/quy dinh riéng khac
kém theo thi chi mang tinh chat tham khao. Nha thau c6 thé lua chon dy thau hang
hoa c6 ngudn gde, xuat x{r, nha san xuat, thwong hiéu phu hop véi diéu kién cung cip
nhung phai dam bao yéu ciu c6 thong sb ky thuat, tinh ning st dung, tiéu chuan
“twong duong” hodc “vu viét hon” so voi cac yéu cau cu thé & dudi va cung cap tai
liéu chimg minh sy dép ng tot hon cua hang héa chao thau so véi yéu cau cua E-
HSMT. Cuy thé:

4.1.1. Trang thiét bi phuc vu chuyén doi sé cho cdc phong chuyén mén

Danh muc

thiét bi Thong so ky thuat

STT

- B6 vi xur Iy (CPU): > 10 cores

- B6 nhd (RAM): > 16 GB

- O ctng luu trit: > 256 GB

- Man hinh: 14-inch FHD+

- B6 hoa: Intel® Graphics hoidc twong duong
May tinh C¢ X o
1 - Co6 webcam trudce, ho tro loa ngoai va microphone.

xach tay - Két nbi: HS tro Wi-Fi 5 (802.11ac) va Bluetooth tbi thiéu
phién ban 5.0

- Céng USB-C/USB-A (hd tro thiét bj chuyén dbi)

- Céng HDMI/HDMI mini hodc ¢6 cong hd tro thiét bi chuyén
doi sang HDMI

- Hé diéu hanh: Windows 11 Home + Office 360




STT

Danh muc
thiét bi

Thong s6 k§ thuat

- Pin: > 4 cell

May in

- Loai may: In laser den tring

- Man hinh hién thi: LCD don sic, t6i thiéu 5 dong

- Chtrc nang: In ddo mat tu dong,

- Két nbi:

+ Mang c6 day: Ethernet (RJ-45) 10/100/1000 Mbps

+ Khong day: Wi-Fi (chuan IEEE 802.11n hoic cao hon)
+ Hb tro in qua mang LAN va Wi-Fi

- Téc d0 in (A4): > 40 trang/phut

- B¢ phan giai khi in: > 600 x 600 dpi

- Kho gidy tbi da: A4

4.1.2. Trang thiét bi cho phong hop khéng gidy to

STT

Danh muc
thiéet bi

Théng s6 ky thuit

May tinh bang
cho

dai biéu

- Cong ngh¢ man hinh: OLED hoac tuwong duong tr¢ 1én
- Kich thude man hinh: > 11 inch

-D0 phan giai: > 2752 x 2064 pixel

-Tan sb quét: > 120Hz

- Chip xtr ly:

+ Co6 bo xtr Iy AI/NPU tich hop

+ S6 nhan CPU: > 8 nhan

+ GPU tich hop

+ Co6 b xtr 1y Al chuyén dung (NPU/AI Engine)
- B nh¢ trong: > 256GB

- Két ndi: Wi-Fi 7, 5G, Bluetooth

- Cong két ndi: Type - C

- SIM: HJ tro tdi thiéu 01 eSIM

- Bao da, ban phim, but cung chung loai

Thiét bi phat
song khong
day (Wifi)

- Tdc d6 tdi da: > 1166 Mbps (dual-band tong hop)
- H tro 2 bang tan: 2.4GHz va 5GHz chuan 802.11a/b/g/n/ac

- Cong mang: > 01 cong 10/100/1000BASE-T Ethernet | HS tro
cip ngudn qua Ethernet (PoE) Chuan IEEE 802.3af, Cong suét




STT

Danh muc
thiét bi

Théng s6 ki thuit

toi da: < 12.95W

- S6 luong thiét bi két nbi tdi thiéu:

+ > 64 thiét bi dong thoi trén bang tan 2.4GHz
+> 110 thiét bi dong thoi trén bang tin 5GHz

- Hd tro dich vu: Céu hinh tir xa

Thiét bi Switch
tap trung

-Tong s cong: > 18 cong

- Cong Ethernet:

+> 16 cong 10/100/1000 Mbps hd trg PoE IEEE 802.3af
+> 2 cong uplink hodc twong dwong (GE/SFP néu co)

- Téc d6 chuyén goi (Forwarding rate): > 29.76 Mpps

- Bang thong chuyén mach (Switching capacity): > 40 Gbps
-Tong cong suat PoE: > 130W

- HO trg VLAN: > 16 VLAN

- Hd tro dich vu: C4u hinh tir xa

Thiét bi dinh
tuyén (Router)

- Cong Ethernet: > 16 cong 10/100/1000 Mbps

- Cong uplink quang: > 02 cong 10Gbps SFP+

- CPU: Kién traic ARM 64-bit, xung nhip > 1.7 GHz

- B6 nhé RAM: > 4GB

- B6 nhé luu trit: > 128 MB NAND Flash

- H tro dinh tuyén IPv4; IPV6

- HO tro: > 02 ngudn DC (DC jack hoic terminal 2-pin)

Phu kién
lap dat

- Tu mang (Rack) 10U

+ Kich thuéce: > 10U

+ Khung thép son tinh di¢n

+ Ctra trudce kinh cuong luc hoac ludi
+ Co khoa bao vé

- Cap mang xoan d6i khong chéng nhidu UTP
+ Chuan: Category 5e hodc cao hon
+ HJ tro toc do: > 1 Gbps

+ Vat liéu 101: Déng

- Day cap HDMI

+ Chuan: HDMI 1.4 hodc cao hon




STT

Danh muc
thiét bi

Théng s6 ki thuit

+ H0 trg d6 phan giai: tdi thiéu Full HD

- B6 chia HDMI

+ Loai: 1 dau vao, >4 daura

+ Chuén hd trg: HDMI 1.4 hodc cao hon

+ HJ trg ddng thoi nhiéu man hinh hién thi
- Day dién, 6, phic cam dién

+ L&i dong, tiét dién phu hop cong suat tai
+ C6 16p cach dién an toan

+ Tuong thich 6 cam tiéu chuan Viét Nam

Gia treo thiét
bi hién thi

- Kich thuéc man hinh hd tro: tir 32 inch dén > 75 inch
- Tai trong t6i da: > 45,5 kg

- Khung: thép son tinh dién hodc vét li¢u tuong duong
- Mau sic: Pen

- Két cau vitng chic, chong rung lac khi st dung

- Chiéu cao diéu chinh: tr> 1,0 m &n>1,8m

- C6 banh xe di chuyén (> 4 banh), Banh xe c¢6 khoa him

Thiét bi ghi 4m
cho phong hop

- Dung lugng bo nh¢ trong: > 16 GB

- Hb tro cac dinh dang: MP3, WAV, L-PCM hoic tuong duong
- Bit rate: ho tro 16-bit va 24-bit (mono/stereo)

- Micro tich hop sén (stereo)

- Pin sir dung: loai AA ti€u chuan

- Hb trg cip ngudn qua adapter AC (ngudn ngoai)

- Cong vao am thanh: Mic/Line-in

Thiét bi
hién thij 01

- Loai tivi: Smart Tivi

- Kich thude man hinh: > 65 inch

- B4 phan giai: > 4K Ultra HD (= 3840 x 2160 pixel)

- Bluetooth: Co

- Két ndi Internet: Wifi, Cong LAN, Cong AV, Cong Composite
- HDMI: > 3 cong

- USB: > 2 cong

- AV/Composite: ¢6 hd trg

- Cong xuat 4m thanh: Cong Optical (Digital Audio Out), Jack




STT

Danh muc
thiét bi

Théng s6 ki thuit

loa 3.5mm

Thiét bi hién
thi 02

- Loai tivi: Smart Tivi

- Kich thude man hinh: > 32 inch

- Bg phan giai: > HD (1366 x 768 pixel)

- Bluetooth: Co

- Két ndi Internet: Wifi, Cong LAN, Cong AV, Cong Composite
- HDML: > 3 cong

- USB: >2 cong

- Cong xuat am thanh: Cong Optical (Digital Audio Out), Jack
loa 3.5mm

10

May tinh x4ch
tay

- Bo vi xur Iy (CPU): > 10 cores

- Bo nhé (RAM): > 16 GB

- O ctng luu trit: > 256 GB

- Man hinh: 14-inch FHD+

- P6 hoa: Intel® Graphics hoic twong duong

- C6 webcam trudc, hd tro loa ngoai va microphone.

- Két nbi: HO trog Wi-Fi 5 (802.11ac) va Bluetooth téi thiéu
phién ban 5.0

- Cong USB-C/USB-A (hd tro thiét bi chuyén doi)

- Céng HDMI/HDMI mini hoac co6 céng hd tro thiét bi chuyén
doi sang HDMI

- Hé diéu hanh: Windows 11 Home + Office 360

- Pin: > 4 cell

11

May quét

tai licu

- Chirc nang: Ho trg quét mot mit va quét hai mit (duplex), co
khay nap ban gdc tu dong (ADF).

- Toc d6 quét: > 25 to/phat (A4, mdt mit), HY tro quét lién tuc
nhiéu trang qua ADF.

- D6 phan giai quang hoc: > 600 x 600 dp1
- Kho gidy hd trg A4, A5

- Chuén két ndi/giao dién két ndi: Toi thiéu ho tro két ndi USB
2.0; khuyén nghi ho tr¢g quét qua mang Ethernet (RJ45) hodc
Wi-Fi.

- Khay gidy nap ban goc ty dong (ADF) Dung luong: > 50 to.




Danh muc

STT thidt bj Thong so ky thuat
- HO tro cac dinh dang tép quét phd bién nhu PDF, JPEG, PNG
- Két ndi va giao tiép: Ethernet (RJ45) hoic Wi-Fi
- Hd trg cac hé diéu hanh pho bién hién nay
Phan mém ty dong chuyén ddi giong noi sang vin ban, gdm cic
phan hé:
- X1r 1y tin hiéu audio truyén tir client
, A - Xu 1y dir liéu audio/video tai lén
Ban quyén . .
phin mém | - Phan luong va xt Iy da luong
12 chuyéndoi | _Nhan dang cudc hop online
File dir liéu 4&m L ‘
thanh sang van | - G& bang offline
ban - Théng ké ndi dung
- Luu trit va tim kiém Co s dit liéu
- Trich xuét béo cdo hop
- Quan tri hé théng
DPuong truyén
Internet goi . A ) .
13 >300Mbs trong Puong truyén Internet: 300Mbs trong nudc
nudc
SIM 4G (Gé1
14 dich vu 12 Goi dich vu SIM 4G (12 thang)
thang)
15 Tap Cl;ﬁ?éCho Tap huin cho can bd st dung, quan tri hé théng

.1.3. Trang thiét

bi va trién khai ndng cdp ha tang mang

Danh muc .
STT , Thong so ky thuat
thiét bi
- Cong mang RJ45 1GE (hardware accelerated): > 16 cong
Thiét bi tuong | C(j)ng quan ly/HA: > 01 céngq quan 1y + 01 cong HA
lira 01 - Cong quang SFP 1GE: > 8 cong
1 (Firewall) an

toan thong tin
theo cap do

- Cong SFP+ 10GE: > 4 cong

- Coéng USB: > 1 cong

- Cong console (RJ45): > 1 cong

- Firewall throughput (1518/512/64 byte UDP): >39 /39 /28




Danh muc

STT . Théng s6 Ky thuit
thiét bi
Gbps
-Tbc do xtr Iy gbi tin: > 42 Mpps
- S6 phién dong thoi (Concurrent sessions): >3 M
- S6 phién méi/giay: > 140.000
- S6 lwong chinh sach firewall: > 10.000
- IPS throughput: > 5.3 Gbps
- GFW throughput: > 3.1 Gbps
- Threat protection throughput: > 2.8 Gbps
- Application control throughput: > 6.7 Gbps
- IPsec VPN throughput: > 35 Gbps
- Gateway-to-Gateway [Psec tunnels: > 2.000
- Client-to-Gateway [Psec tunnels: > 16.000
- SSL-VPN throughput: > 1.5 Gbps
- Concurrent SSL-VPN Users (Recommended Maximum,
Tunnel Mod: 500
- SSL inspection throughput: > 3 Gbps
- SSL inspection CPS: >2.100
- SSL inspection concurrent sessions: > 315.000
- Hd trg CAPWAP throughput: > 35 Gbps
- Virtual Domains (VDOM): > 10
- H tro chéng tin cong DdoS
- License cac tinh nang: IPS, Antivirus, Web Filtering,
Application Control: > 12 thang
- Cong mang RJ45 1GE: > 8 cong
- Cong USB: > 1 cong (chuan USB 3.0)
- Cong console (RJ45): > 1 cong
Thiét bi tuong -Gl;)ilirswall throughput (1518/512/64 byte UDP): > 10/ 10/ 7
lra 02 N
2 (Firewall) an | - PO tré (latency): <4 us

toan thong tin
theo cap do

- Tdc @6 xir 1y goi tin: > 10.5 Mpps

- S6 phién dong thoi (Concurrent sessions): > 1.500.000
- S6 phién méi/gidy: > 45.000

- S6 lugng chinh sach firewall: > 5.000

- IPS throughput: > 1.4 Gbps




STT

Danh muc
thiét bi

Théng s6 ky thuit

- NGFW throughput: > 1 Gbps

- Threat protection throughput: > 900 Mbps
- SSL-VPN throughput: > 950 Mbps

- Virtual Domains (VDOM): > 10

- HO tro chéng tin cong DdoS

- License cac tinh nang: IPS, Antivirus, Web Filtering,
Application Control: > 12 thang

- High Availability Configurations: Active / Active, Active /
Passive, Clustering

Thiét bi dinh
tuyén (Router)

- Cong Ethernet: > 16 cong 10/100/1000 Mbps

- Cong uplink quang: > 02 cong 10Gbps SFP+

- CPU: Kién trac ARM 64-bit, xung nhip > 1.7 GHz

- B6 nh6 RAM: > 4GB

- Bo nhé luu trir: > 128 MB NAND Flash

- Ho tro dinh tuyén IPv4; IPv6

- HO tro: > 02 ngudn DC (DC jack hoic terminal 2-pin)

Thiét bi
chuyén mach
(Switch) layer
3

- B6 nh¢ Flash: > 256 MB

- Bo nh6 RAM (DRAM): > 512 MB

- Bang dia chi MAC: > 16.000 entries

- BO dém goi (packet buffer): > 1.5 MB

- VLAN: hd trg > 4.094 VLAN hoat dong dong thoi theo
chuan IEEE 802.1Q

- Access Control Lists (ACL): > 1.024 rules

- Port security: Khoéa dia chi MAC theo céng, Gi6i han sb
MAC hoc dugc trén moi cong

- Spanning Tree Protocol: hd trg IEEE 802.1D, IEEE 802.1W,
IEEE 802.1S

- Link Aggregation: hd trg IEEE 802.3ad
+S6 nhom: > 8

+ S6 cong mdi nhom: > 8

-HJ trg dinh tuyén 1Pv4:

+ Static routes: > 990 tuyén

+ Sb interface IP: > 128

- Layer 3 interface: physical port, link aggregation port, Vlan




STT

Danh muc

thiét bi

Théng s6 ky thuit

interface, loopback interface
- Support RIPv2, Policy-based routing, DHCP Server

- Port security: Lock source MAC addresses to ports; limit
number of learned MAC addresses

- Storm control: Broadcast, multicast, unknown unicast
- HO tro cau hinh qua Web/CLI

Thiét bi
chuyén mach
(Switch) layer
2

- CPU: > 800 MHz
- Flash: > 256 MB

- RAM (DRAM): > 512 MB

- Bang MAC: > 8.000 dia chi

- Tong s6 cong: > 28 cong Gigabit Ethernet
- Cong RJ-45: > 24 cong 10/100/1000 Mbps
- Cong uplink: > 4 cong SFP 1Gbps

- VLAN: hd trg > 255 VLAN dong thoi theo chudn IEEE
802.1Q

- Spanning Tree Protocol: hd trg IEEE 802.1D, IEEE 802.1W,
IEEE 802.1S

- Link Aggregation: ho trg IEEE 802.3ad > 4 nhém, mdi nhom
> 8 cong

- Téc @6 chuyén goi (forwarding rate): > 41.66 Mpps

- Bang thong chuyén mach (switching capacity): > 56 Gbps
- Port security: Lock source MAC addresses to ports; limit
number of learned MAC addresses

- Storm control: Broadcast, multicast, unknown unicast

- Access Control Lists (ACL): > 512 rules

- Xac thue nguoi dung: hd trg IEEE 802.1X (RADIUS)

- Management: Traceroute; single [P management;
HTTP/HTTPS; RADIUS; port mirroring; TFTP upgrade;
DHCEP client; Simple Network Time Protocol (SNTP); cable
diagnostics; Ping; syslog; Telnet client (SSH secure support);
automatic time settings from Management Station

Thiét bi phat
song khong
day (Wifi)

- Toc d6 t6i da: > 1166 Mbps (dual-band tong hop)
- Hb trg 2 bang tan: 2.4GHz va 5GHz chuan 802.11a/b/g/n/ac

- Cong mang: > 01 cong 10/100/1000BASE-T Ethernet | HS tro
cap nguon qua Ethernet (PoE) Chuéan IEEE 802.3af, Cong suit
t6i da: < 12.95W




Danh muc

STT . Théng s6 Ky thuit
thiét bi
- S6 luong thiét bi két ndi tdi thiéu:
+ > 64 thiét bi dong thoi trén bang tin 2.4GHz
+> 110 thiét bi dong thoi trén bang tin SGHz
- H3 tro dich vu: CAu hinh tir xa
- Cong Ethernet: > 16 cong 10/100/1000 Mbps RJ45
- Cong uplink: > 2 cong SFP 1Gbps
- Tong s6 cong PoE/PoE+: > 16 cong, Chuan cip ngudn: hd
Thiét bi tro IEEE 802.3af va IEEE 802.3at
chuyén mé,ch - Tc d6 chuyén géi (forwarding rate): > 26.8 Mpps
7 Sg‘géft(%gg - Bang thong chuyén mach (switching capacity): > 36 Gbps
16 cong - Bang MAC address: > 8.000 dia chi
- Hd tro VLAN theo chuan IEEE 802.1Q
- Ho tro Spanning Tree (STP/RSTP)
- HO tro cau hinh qua Web/CLI
Thiét bi - Cong Ethernet: > 24 cong 10/100/1000 Mbps RJ45
chuyén mach | - HO trg: Auto Negotiation/Auto MDI/MDIX (ty dong nhén
8 (Switch dién cap thang/chéo)
ACC&;SS) 24 | - Bang thong chuyén mach (switching capacity): > 48 Gbps
cong - Téc d6 chuyén goi (forwarding rate): > 35.7 Mpps
- S6 15i dan: 8 1i
- S6 cdp xoan: 4 pairs
9 Céap mang UTP | - Loai 161 dong dic (solid conductor)
Cat 5e - Puong kinh 16i: theo tiéu chuan (thudng 23-24 AWG)
- Jacket Color White
- HO tro tdc do: tdi thiéu 1 Gbps
- S6 15i dan: 8 1i
- S cdp xodn: 4 pairs
10 Cap En;ngeUTP - Loai 16i: dong dic (solid conductor)

- Puong kinh 16i: theo tiéu chuan (thuong 23—24 AWG)-
Jacket Color White

- HO tro tdc d6: ti da 10 Gbps

11

Pau bam mang
RJ45 UTP Cat
Se

- Conductor Type Solid | Stranded
- Interface RJ45
- Positions/Loaded Contacts 8/8




Danh muc

STT . Théng s6 Ky thuit
thiét bi
- Termination Type IDC
- Chiéu rong: > 39 mm
1 Mang nhya | - Chiéu cao: > 18 mm
39x18 mm 2m | - Chjéu dai tiéu chuan: > 2 m/thanh
- Chét liéu: Nhya PVC
- Chiéu rong: > 24 mm
Mang nhwa | - Chiéu cao: > 14 mm
13 i A . .
24x14mm 2m | _ Chiéu dai tiéu chuan: > 2 m/thanh
- Chét liéu: Nhya PVC
- Chiéu rong: > 60 mm
Mang nhya | - Chiéu cao: > 40 mm
14 i A . .
60x40 mm 2m | _ Chiéu dai tiéu chuan: > 2 m/thanh
- Chat liéu: Nhya PVC
- Mit cét danh dinh: 2 x 1.0 mm?
- S6 15i: 2 16
-Vat liéu: ddong mém
s Day dién 2x1 |- S6 soi/1 16i: > 30 soi
mm2 - Puong kinh soi1 don danh dinh: > 0.22 mm
- Chiéu day cach dién: > 0.6 mm
- Chiéu day vo: > 0.8 mm
- Puong kinh ngoai danh dinh: khoang 6.7 mm
- Kich thuéc: H350mm x W550mm x
D400mm
(Cao —Rong — Sau)
- Chét liéu: Thép thép son tinh dién
Tu mang N
16 (Rack) 6U - bg day thép: > 0.8 mm
D400 - Treo tuong
- Mau den
- Ctra ludi
- C6 khoa bao vé
Tu mang - Kich thuée: H520mm x W550mm x
17 (Rack) 10U | D400mm
D400 (Cao — Rong — Sau)




Danh muc .
STT . Thong so ky thuat
thiét bi
- Chét liéu: Thép thép son tinh dién
- b6 day thép: > 0.8 mm
- Treo tuong
- Mau den
- Ctra ludi
- Co khoa bao vé
- Chat liéu: Thép thép son tinh dién
- b§ day thép: > 0.8 mm
Tu mang - Treo tudng
18 (Rack) 27U .
D600 - Mau den
- Ctra ludi
- C6 khoa bao vé
o - Chiéu dai day: 3m
jo | QcAmdien6S | 0 cudt téi da: 2200W
ba chau ) )
- Bao vé&: Bao vé chong qua tai va cé nap che an toan
- Chiéu rong: > 30 mm
20 Nep ban - Chiéu cao: > 12 mm
nguyét 1,2 m | _ Chiéu dai tiéu chudn: > 1,2 m/thanh
- Chét li¢u: Nhya PVC

4.2. Danh sach hang héa, thiét bi, phin mém dau tw

Danh sach hang hoa, thiét bi, phé‘ln mém duoc dau tu theo bang dudi day voi

thong s6 k¥ thuat theo muc 4.1, phan II:
STT Tén vat tu/thibt bi Ponvi | 89
) ’ tinh lwong

I | Danh muc dau tw trang thiét bi phuc vu chuyén d6i s6 cho cac phong chuyén mén
1 | May tinh xach tay Cai 09
2 | May in Céi 06
II | Danh muc trang thiét bi trién khai phong hop khéng gidy
1 | May tinh bang cho dai biéu Cai 22




STT Tén vat tu/thiét bi bonvi | S
) ’ tinh lwgng
2 | Thiét bj phat song khong day (Wifi) Cai 02
3 | Thiét bi Switch tap trung Cai 01
4 | Thiét bi dinh tuyén (Router) Cai 01
5 | Phu kién lip dat Goi 01
6 | Gié treo thiét bi hién thi Cai 03
7 | Thiét bi ghi am cho phong hop Cai 01
8 | Thiét bi hién thi 01 Cai 02
9 | Thiét bi hién thij 02 Céi 01
10 | May tinh xach tay Cai 02
11 | May quét tai licu Cai 01
12 B:éln quyérj phan mém chuyén doi File dir liéu 4m thanh sang vin Goi 01
ban (03 ndm)
13 | Puong truyén Internet goi >300Mbs trong nudc Goi 01
14 | SIM 4G (Géi dich vu 12 thang) Goi 22
15 | Tap huén cho can bd Goi 01
III | Pau tw trang thiét bi va trién khai ning cap ha ting mang
1 | Thiét bi tuong lira 01 (Firewall) an toan thong tin theo cap do Chiéc 01
2 | Thiét bj tuong lira 02 (Firewall) an toan thong tin theo cap do Chiéc 01
3 | Thiét bi dinh tuyén (Router) Chiéc 02
4 | Thiét bi chuyén mach (Switch) layer 3 Chiéc 01
5 | Thiét bi chuyén mach (Switch) layer 2 Chiéc 05
6 | Thiét bi phat song khong day (Wifi) Chiéc 20
7 | Thiét bi chuyén mach (Switch) cip ngudn (PoE) 16 cong Chiéc 05




STT Tén vat tu/thiét bi Dglrlthi miig
8 | Thiét bi chuyén mach (Switch Access) 24 cong Chiéc 03
9 | Cap mang UTP Cat 5e Mét 3.000
10 | Cap mang UTP Cat 6¢ Mét 300
11 | Pau bdm mang RJ45 UTP Cat 5e Cai 200
12 | Mang nhya 39x18 mm 2m Cay 300
13 | Mang nhya 24x14mm 2m Cay 100
14 | Mang nhua 60x40 mm 2m Cay 150
15 | Day dién 2x1 mm?2 Mét 200
16 | Tu mang (Rack) 6U D400 Cai 03
17 | Ta mang (Rack) 10U D400 Cai 01
18 | Tu mang (Rack) 27U D600 Cai 01
19 | O cdm dién 6S ba chau Cai 20
20 | Nep ban nguyét 1,2 m Cay 200

5. Yéu cau vé giai phap trién khai

5.1. Yéu ciu vé trién khai phong hop khong giay

Nha thau thuyét minh lam rd mo hinh phong hop khong gidy duoc trién khai
nhu sau:
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So d6 hé théng phong hop sd

5.2. Yéu ciu vé cau hinh dia chi IP

Déi mang s€ dugc chia thanh:

- Ving mang noi bg:

+ VLAN 5: Danh cho phong hop khong gidy to.

+ VLAN 6: Dai mang danh cho mang c6 day noi by (LAN).

- Vung mang bién: VLAN 7.

- Ving mang khong day:

+ VLAN 11: Dai mang danh cho mang khong day noi bd (wifi).
+ VLAN 12: Dai mang danh cho wifi khach.

6. Yéu cau vé khoi lwong thi cong, lap dit, cai dat

Nha thau phai dap tmg khdi lugng thi cong, lap dat, cai dat (t6i thiéu) nhu sau:

STT

Ponvi | Khoi

Danh " t4 D.x iai KL
anh muc cong tac/ Dien giai tinh lwong

1 thiét

Lép dat thiét bi tuong lira (FireWall), NAT bi

2,0

1 thiét

Cai dat thiét bi tuong lira (FireWall), NAT bi

2,0

............




STT Danh muc cong tic/ Dién giai KL D(fn i Khoi
: tinh luwgng
Kiém tra cac chirc nang, giam sat hoat dong va hi¢u chinh Ay
3| thiét bi mang. Loai thiét bj FireWall thietbr | 2.0
4 | Lép dat thiét bi dinh tuyén ! tbhilet 3.0
5 | Cai dit thiét bj dinh tuyén ! tbhilet 3.0
< - <A . R . <\ X 2 1 thlét
6 Lap dat thiét bi chuyén mach Switch Tt 16 dén 48 cong bi 15,0
7 | Cai dat thiét bi dinh tuyén ! tbhilet 6.0
et n xs ke ke br ik AR . 1 thiét
8 Lap dat va cai dat thiét bi di€u khién (Access Point) bi 22,0
9 L’ap dat ong nhya, mang nhya dat n61 bao hg day dan, duong mét 1.040,0
kinh <=48mm
10 LaP dat ,ong nhya, mang nhya dat noi bao hd day dan, mét 300.,0
duong kinh <=76mm
11 | Lap dat tu Rack chuyén dung cho luu trir < 33U 1ta 5,0
12 | Lap dit day cap dong UTP CAT 5/5E < 25 d6i 10m 300,0
13 | Lap dat day cap dong UTP UTP CAT 6 < 25 d6i 10m 30,0
14 | Bam dau RJ 45 1dau | 200,0
15 | Lap dat day dan 2 rugt <= 4mm?2 m 200,0
16 Lép dat cac thiét bi dong ngét, Lép  cam loai 6 ba cai 20,0
Cai dat cac phﬁn mém ung dung (IE, FireFox, Winrar, | 1 thiét
17 . . . 33,0
Vietkey.... va tuong tu) bi
18 | Lap dit gia treo céi 3,0
19 Cai dat thiét bi mang tin hoc, hé¢ diéu hanh va thiét lap cau thiét bi 1.0

hinh. Loai thiét bi may quét (Scaner)




N D . Kh Ao
STT Danh muc cong tiac/ Dién gidi KL (Tn i o
: tinh luwgng
20 Kl.im ‘Fra cac chu:c nang, glarg sa‘F hO?.t dc,n’lg va diéu chinh thidt bi 1.0
thiét bi mang tin hoc. Loai thi€t bi may quét (Scanner)
21 C‘al dat th.let ]Zil m.ang, t1r.1 th,' hé di€u hanh va thiét 1ap cau thiét bi 6.0
hinh. Loai thi€t bi may in (Printer)
2 Kl.ezm ‘Fra cac chu:c nang, glar'nA’ sa‘F hOf_lt ('i(_)ng va diéu chinh thiét bi 6.0
thiét bi mang tin hoc. Loai thiét bi may in (Printer)
I Yéu cau khac

1. Yéu ciu vé sy tuin thit Khung Kién triic Chinh phii s6 Viét Nam, Khung
kién triic chinh quyén s6 thanh phé

Trién khai du an ddm bao tuan thu:

- Quyét dinh s6 4435/QD-UBND ngay 05/11/2025 ciia UBND thanh phé Hai
Phong ban hanh Khung Kién triic Chinh quyén s6 thanh phé Hai Phong, phién ban
4.0.

- Két ndi, chia sé dir liéu, dung chung cac tai nguyén Cong nghé thong tin trong
mdi co quan nha nudc va gitta co quan nha nude véi cac co quan, to chic khac trén
pham vi toan quéc; huong toi tiét kiém chi phi, thoi gian trong hoat dong nd1 b ctia
co quan nha nuée, cung cap hiéu qua cac dich vu tich hop cho nguoi dan va doanh
nghi€p, col nguoi dan va doanh nghiép la trung tam,;

- Giam sat, danh gia dau tu Cong nghé thong tin; hudng t6i trién khai Chinh
quyén sd dong bd, 16 trinh phu hop, han ché trung lap;

- Chuén héa, bao dam an toan thong tin mang, an ninh mang, bao vé dit li€u ca
nhan trong trién khai Chinh quyén sd;

- Quy hoach tong thé vé tmg dung Cong nghé thong tin sin sang két ndi hé
thdng mang chung ctia thanh phd Hai Phong, trong d6 c6 cac thanh phan va mdi quan
hé giita cac thanh phan, gan lién ing dung Cong nghé thong tin véi cac hoat dong
nghiép vu;

- La co s& xac dinh cac thanh phan, hé thong Cong nghé thong tin can xay dung
va 16 trinh, trach nhiém trién khai Chinh quyén s tai thanh ph Hai Phong;

- Pam bao trién khai tng dung Cong nghé thong tin, chuyén doi sd dong bo,
han ché trung l3p, tiét kiém chi phi, thoi gian trién khai ctia co quan, ting cuong kha
nang tich hop.

2. Yéu ciu vé phwong 4n dam béo an toan thong tin theo cip dd

2.1. Xac dinh cip d6 hé thong thong tin



Hé thong mang tai xa 13 hé thong thong tin cap do 2.
2.2. Phuong an dam bdo an toan thong tin theo cip do

Nha thau trinh bay chi tiét, diy du yéu cau co ban va thuyét minh phuong an
thiét ké, thiét 1ap céu hinh hé théng, quan 1y theo quy dinh bao dam an toan hé thong
thong tin ddi v6i hé thong thong tin cap do 2 tai Nghi dinh sd 85/2016/ND-CP ngay
01/7/2016 ctia Chinh pht va Thong tu s6 12/2022/TT-BTTTT ngay 12/8/2022 ctia Bo
Thong tin va Truyén thong.

3. Yéu cau ve tinh san sang véi IPv6

Heé thong phai hd tro ddy du giao thirc IPV6, van hanh theo mé hinh dual-stack
(IPv4/IPv6), bao dam kha ning két ndi, lién théng va cung cap dich vu trén nén IPv6.
Tat ca thiét bi, phan mém, tng dung trong hé théng phai tuong thich va hoat dong 6n
dinh voi IPv6, dong thoi dap (mg cac yéu cau vé an toan thong tin, giam sat va quan
tri trén méi trudng IPv6 theo cac tiéu chuan hién hanh.

- Ho tro song song IPv4/IPv6 (Dual Stack)

+ Thiét bi mang (router, switch, firewall, load balancer)
+ May chii, hé diéu hanh, nén tang ao hoa (néu co)

- Uhg dung va dich vu

- HO tro dia chi va dinh tuyén IPv6

+ HJ tro cau hinh dia chi IPv6 (tinh, SLAAC, DHCPv6)
+ Ho tro cac giao thirc dinh tuyén IPv6: OSPFv3, BGP4+
+ Ho trg DNS voi ban ghi AAAA

+ Kha nang phéan giai tén mién qua IPv6

- An toan thong tin trén IPv6

+ Firewall loc go61 [Pv6

+ IDS/IPS cho IPv6

+ Chinh sach bao mat (ACL, VPN, IPsec) 4p dung dugc cho IPv6
+ Kiém so4t bdo mat khi bat IPv6

4. Yéu ciu vé tip huin huéng din sir dung

Pé dam bao rang hé thong dau tu duoc str dung va van hanh hiéu qua, don vi
thi cong s& phai t6 chirc tap huén vé sir dung va quan tri hé thong.

Nha thau thuyét minh chi tiét phuong an t6 chirc tap huan huéng dan sir dung,
quan tri hé théng duoc dau tu.

5. Yéu cau quan tri va van hanh

Sau khi hoan thanh viéc lap dit, ciu hinh hé thong, nha thau co trach nhiém



ban giao day du ho so k¥ thuat, tai liéu hudng dan st dung va quan tri hé théng cho
don vi quan 1y, van hanh. Trong d6 bao gom théng tin phuc vu cong tic quan tri ha
tang mang va cac thiét bi lién quan.

Céan b duoc phan cong quan tri hé thong ciia xa dugc cap quyén quan tri phu
hop dé thuc hién cong tac van hanh, gidm sat, cAu hinh, khai thac va quan ly toan bo
ha tﬁng k¥ thuat thudc pham vi du an. Viéc quan tri hé théng bao dam cho don vi chu
dong trong cong tac van hanh, duy tri hoat dong on dinh, an toan va lién tuc cta hé
théng, dap tmg yéu cau phuc vu t6 chirc cac ky hop khong gidy to.

6. Yéu cau vé bao hanh va bao tri

- Thoi gian bao hanh hang hoa, thiét bi: toi thiéu 12 thang ké tir ngay ban giao,
nghiém thu hang hoa.

- Nha thau thuyét minh phuong 4n bao hanh va bao tri hang hoa, thiét bi, phan
mém.

7. Yéu cau vé phwong 4n dam bdo an toan thi cong, phong chéng chay nd,
td chirc thi cong, hoan tra mit bang thi cong

Nha thau thuyét minh phuong an dam bao an toan thi cong, phong chong chay
1o, to churc thi cong, hoan tra mat béng thi cong.

MUC 2. BAN VE

1. Ban vé trién Kkhai thi cong lip dit thiét bj

- Ban v& hién trang kém theo: 1. Ban vé hién trang.pdf

- Ban vé thiét ké thi cong kém theo: 2. Ban vé thiét ké thi cong ha tang mang.pdf

2. Yéu ciu ban vé logic ha ting mang

Nha thau c6 ban v& logic ha ting mang phu hop, logic v6i giai phap ky thuat,
an toan thong tin da dé xuit va phu hop véi so dd hé thdng, ban vé thiét ké thi cong.

MUC 3. KIEM TRA VA THU NGHIEM

Nha thau c6 trach nhiém phdi hop v6i Chil dau tu, tu van giam sat tién hanh
van hanh thir trang thiét bi duoc dau tu. Két qua van hanh thur 1a can ctr dé cac bén
tién hanh nghiém thu ban giao.

Cong tac van hanh thir duoc thuc hién phi hop voi quy dinh tai Piéu 22 cua
Nghi dinh s6 45/2026/ND-CP ngay 26/01/2026 cta Chinh phu.



